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Institution Impact Cost Vulnerability
Hartland Payment systems 134 M Credit Cards Exposed SQL Injection

TJX Companies Inc. 94 M Credit Cards Exposed Encryption/Network Break In

Epsilon Ms Names and Emails $4B Undetermined
RSA Security 40 M Employee Records Spear Phishing

Stuxnet Intended for Iran's Nuclear Power Program

Dept. Of Veterans Affairs 26.5 M Records Stolen $100-500 M Stolen Laptop and External Hard Drive 
with the DB

Sony's PlayStation Network 77 M Playstation Network Accounts, 12 M Unencrypted 
credit card numbers

ESTsoft 35 M Records (South Koreas) Malware
Gawker Media 1.3 M Email Address/Passwords, Code Weak Passwords

Google/Other Silicon Valley 
Companies

Weakness of Old Version of IE, China Govt.

VeriSign
Card Systems Solutions 40 M Credit Card Accounts SQL Trojan - Personal info not encrypted

AOL 20 M Web Inquiries from 650K Users posted publicly on a 
web site

Released a text file publicly by mistake

Monster.com 1.3 M Job Seekers Confidential information malicious software program - Ukraine

Fedelity National Info 
Services

3.2 M Customer Records + credit card, banking, and 
personal information

Employee sold the data

Target Stores 110 M Credit Card/Contact  Information $162M

Anthem 78.8 M  Personal Information $100 M ??
Home Depot 56M Customers Information $33 M POS System Malware

Sony Pictures Employee Information, Data Loss, Unreleased Movies Malware, Weak Password



Source: Privacy Rights Clearinghouse (http://www.bloomberg.com/infographics/2014-05-14/target-data-breach.html ) 
GRAPHIC: KEITH COLLINS / BLOOMBERG VISUAL DATA

http://www.bloomberg.com/infographics/2014-05-14/target-data-breach.html
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Not all data is worth protecting!

Protect data while stationary and in motion!
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https://www.explainxkcd.com/wiki/i
mages/6/6a/password_strength.png



Automated Turing test

https://en.wikipedia.org/wiki/Automatic_test_equipment
https://en.wikipedia.org/wiki/Turing_test
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Compliance -
Transaction

Security
PCI - Requirements  

Regulations -
Banking

Mobile Devices
Service Points -

ATMs

Best Practices 
OWASP  

Industry  
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Laws/Regulations:
1974 - Privacy Act – PII
HIPAA – Health Insurance Portability and 
Accountability Act
COPPA – Children’s Online Privacy Protection Act
CAPTCHA

Standards: NIST 800-53
Special Publication - Access 

Management
Identification
Authentication 
Authorization
https://nvd.nist.gov/800-53/

Government  
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Laws/Regulations:
May 2018
EU - General Data Protection Regulation (GDPR) 

February 2018 
Australian Data Breach Law 

2017 
China Data Protection Regulation (CDPR)
India – Data Protection Bill (Draft) 

International 
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