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WHO AM 1?

okk

| got a Master's degree in Telecommunication.
In testing since 2015.

Work with Okko.tv in Saint-Petersburg.

Started testing manually.

Backend testing.



http://Okko.tv

OkkO WHAT IS OKKO?

Okko — media-services provider:

e Service for watching TV episodes and movies on your devices.
* Online or stream right to your: /
* SmartTV, PlayStation 3, 4/4 PRO, Xbox; /” ‘:‘
 AndroidTV, Nvidia Shield; N 7
o AppleTV;
e iPhone/Android Phone:
* Web site okko.tv.

e Okko is available in Russia
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okko ‘& Premier

CrOPT 7 League

The English Premier League
only at Okko.Sport in Russia.
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Transition period.

Vet 3

.

The main opportunities that arise when testing mi

The main profit of the transition from the monolith to r

55

Icroservices.
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Okko MONOLITHIC ARCHITECTURE s

* The client part (User Interface).

* The server part (Business Logic
Layer and Data Access Layer).

e Database.

User Interface Business Logic Data Interface Database

PNS@ ™ ,



kkO MONOLITHIC ARCHITECTURE

Benefits of Monolithic Architecture

In the early stages of the project without any complicated bu%ﬁz@c
e Simple to develop. ‘

e Simple to deploy.
e Simple to test.

e Simple to scale horizontally by running multiple copies behind a load
balancer.

PNSCX T™ g
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Okko MONOLITHIC ARCHITECTURE

Benefits of Monolithic Architecture

e [t was simple to maintain the
monolith - few users
e Atthe beginning we were
in the dark ages, and no
one wanted to pay for

the HD version?

movies, pirates were
everywhere

* More pirates - less paying
users - less DB.

h&t did it cost? Nothing.

PNﬂ ™ 9
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Any changes require redeploy

the entire application.

OkkO MONOLITHIC ARCHITECTURE

Why not a monolith?
Increase written code.
Limitation in size and complexity.

Barrier to adopting new technologies.

Single point of failure.

Scalability (less pirates - more paying us

........
.........
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CMOTPUTE MO CﬂEUMA/\bHOM LIEHE

HoBKHKM NPO
HaCTOALLMX MYKYMH

Bce §uAbMbI U3 KOMEKUWM BCETO 3 1299 py6.

1945 py6.
smoka 33% -
- 370 Ha 0 BbiFOAHEE NOKYNKK NO OTA€AbHOCTU

KYTIUTb KOAEKLIUIO

B koanekumio BxopaT 5 OUAbMOB:



OkkO MONOLITHIC ARCHITECTURE

Monolith testing

Difficulty getting test data.

The load can affect the whole environment.
Difficulty Testing the API.
Bug analysis problematic.

Full testing before release.

Autotest coverage ~ 25%.
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Any changes require re-testing the entire m@g‘i\olith.
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Okko DIFFICULTY GETTING TEST DATA

D Type + Status + mgt . k‘mg + Group . E{:::::yo Tag rule + Expression
load_test_users Clone NON_AUTOMATIC ACTIVE ADD global
loewe Clone AUTOMATIC ACTIVE IGNORE global
loewe_4k_mezzanine_dash_enabled Clone AUTOMATIC ACTIVE ADD global
mac_os_client_type Clone AUTOMATIC ACTIVE IGNORE global
ma_hny_svod_base_renewoff_and_unlink_group_test Clone NON_AUTOMATIC ACTIVE IGNORE global
ma_hny_svod_base_renewoff_group_test Clone NON_AUTOMATIC ACTIVE IGNORE global
ma_hny_svod_base_unlink_group_test Clone NON_AUTOMATIC ACTIVE IGNORE global
mail_check_for_mindbox Clone AUTOMATIC ACTIVE IGNORE global
makarov_test Clone NON_AUTOMATIC ACTIVE ADD global
mamut Clone NON_AUTOMATIC ACTIVE IGNORE global
migration_to_optimum_old_name Clone NON_AUTOMATIC ACTIVE ADD global
mindbox Clone NON_AUTOMATIC ACTIVE ADD global
ml_split_level 1_control Clone NON_AUTOMATIC ACTIVE GROUP ml_split
mi_split_level_1_test Clone NON_AUTOMATIC ACTIVE GROUP ml_split
mi_split_level_2_group_1 Clone NON_AUTOMATIC ACTIVE IGNORE ml_split
ml_split_level 2 group_1 Clone NON_AUTOMATIC ACTIVE IGNORE ml_split
Clone NON_AUTOMATIC ACTIVE IGNORE ml_split
ne NON_AUTOMATIC ACTIVE IGNORE ml_split
ne NON_AUTOMATIC ACTIVE IGNORE mi_split
ne NON_AUTOMATIC ACTIVE IGNORE ml_split
= NON_AUTOMATIC ACTIVE IGNORE ml_split
ne NON_AUTOMATIC ACTIVE IGNORE ml_split
ne NON_AUTOMATIC ACTIVE IGNORE ml_split
ne NON_AUTOMATIC ACTIVE IGNORE ml_split
ne NON_AUTOMATIC ACTIVE IGNORE ml_split
ne NON_AUTOMATIC ACTIVE IGNORE split
Clone NON_AUTOMATIC ACTIVE IGNORE ml_split
ml_split_level_2_group ne NON_AUTOMATIC ACTIVE IGNORE ml_split
mobile Clone AUTOMATIC ACTIVE IGNORE global
mobile_test Clone NON_AUTOMATIC ACTIVE IGNORE global
monitor_network_status Clone AUTOMATIC ACTIVE IGNORE global
movie free preview Clone AUTOMATIC ACTIVE ADD global
movie_free_preview_no_card Clone AUTOMATIC ACTIVE ADD global

(I'device.manufacturer']?:'") matches (?))LOEWE'
loewe&dk

(I'device.clientType']7:") matches ‘macos

(I'user.email']?:"") matches '.+@.+\.[M\.]{2,}'

NIOIOIO|0O|0)|0|0|0|0)|0| 0] O

—

ml_split_level 2 _group
ml_split_level_2_group
ml_split_level 2 _group
ml_split_level 2 group
split_level_2_group
|_split_level 2 _group

mi_split_level_2_group

oh O A B W W N N

ml_split_level 2_group
ml_split_level_2_group
ml_split_level 2_group

ml_split_level 2 _group

0 O N O

(I'device.type']?:"') matches 'MOB'

#fcompareVersions(['device.appVersion'], '14.8.4725') >= 0

0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0

has_linked_card & !no_free_preview fficompareVersions(['device.appVersion'], '12.11°) >0

—_—

'has_linked card & !(ios | android) !& Ino_free preview

List of tags (part). Be careful, everyone can be tagged. ®

PNS@ T™
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6kko EXAMPLES OF THE SAME APPLICATION SCREENS DEPENDING ON SET OF
TAGS

O Hasapn

' nck 7.0 IMDb 6.5 6.3
'WS.

) 2019 - CLLA, ®paHums,
- ‘ AnoHunsa - 88 MmuH.

Mynbtdunbmel, Komegun, MNpuknoyerus,
CemMenHoe KNHO

Pexxuccep: Kpuc PeHo

B ponsax: [NattoH Oceanbt, KeBnH Xapr,
XappucoH @oppa, dpuk CtoyHCTpUT

[louemy yenoBek Tak 4ONrO CNUT YTPOM?

. ? MNa v y
TREINEP 3AMOMHUTE OLIEHUTb HeEA BKYCHO naxHeT? lan MHe, gaun, gan,
nav! Kak 3actaBuTb YesioBekKa YyecaTb 3a

PNSOC™ Free movie preview tag = true.

13



o~ kko EXAMPLES OF THE SAME APPLICATION SCREENS DEPENDING ON SET OF
TAGS

O Hasapn

\

TaHada )XU3Hb AOMALLUHUX ... *hx k% [ MHOOPMALIUS H MNOXOXME }
[he Secret Lite of Pets 2

Kurolonck 7.0 IMDh6.5 adpviua 6.3
/ r

2019 - CLLUA, OpaHyus,
| mmm |||, SINoHUs - 88 MUH.

| Mynbtdunbmsl, Komeguu, lNpuknoyerus,
Bine J CemenHoe KNHOo

Pexuccep: Kpuc PeHo

CMOTPETb ®UJTbM B ponsax: INattoH OcBanet, KeBuH Xapr,
XappucoH @opa, Spuk CtoyHCTpUT

Full HE
[loyemy yenoBek Tak JONrO CNUT YyTPOM?

. | 2 Hai 2 ma
» TPEMJIEP 3ANOMHUTb - OLIEHUTb qe\’j" BKYCHO naxHeT? [lan mHe, faw, aaw,
nan! Kak 3actaBuTb YenoBeka YyecaTb 3a

Free movie preview tag = false.
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Okko EXAMPLE OF THE SAME START SCREENS DEPENDING ON SET OF TAGS

‘A

3 ‘ |
anutan Mapsea

MUPOBBIE S
XUThHI

NMonpobyunte 7 aHew BbibupaunTte
6ecnnatHo B Okko n cmotpute B Okko
Bonee 20 000 ¢punbmoB 1 cepuanos Bonee 35000 ¢punbmoB 1 cepmnanos
B Full HD 1 6e3 peknambl B NPEBOCXOAHOM KayecTBe, be3 peknambl

Ectb npomokop? | BeBEcTv nPomokon

PNSQC™ 15
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Okko EXAMPLE OF THE SAME START SCREENS DEPENDING ON SET OF TAGS

2

pPAT

L4 ™~ . ~ - - N Ak : 4
. \j‘ : .~ . 2 7
. ) Ny &
R , / Kanuran Mapeea
-.‘,.\‘ .. £ 'A , " y, ) '."
. o ‘( N e g ,’ : “ - 4 »
< 4 ) / ’ ’
- A : " _ .
: &7 .
7/

NMonpobynTte 7 pHen KuHo Bcero Bbibupaiite
6ecnnaTtHo B Okko 3a 1 pyonsb! n cmotpute B Okko
Bonee 20 000 ¢punbmoB n cepuanos Bam poctynHa cknaka 99% Bonee 35000 ¢punbmoB n cepuanos
B Full HD n 6e3 peknambi Ha NepBYIO NOKYMKY B NPEBOCXOAHOM KayecTBe, be3 peknambi
NOMNMPOBOBATbL BECIJIATHO BblBPATb HOBUHKY MEPEVUTU B NPUJTOXXEHUE

Ectb npomokopn? | BeeECTM nPOMOKOL

16
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kkO DIFFICULTY GETTING TEST DATA

What we need for test:

Adapt tags to the user:
Create/ Delete

Re-login into the app for activation tags.

Prepare platform data depending on the device.

The current state of the user (user context story).

Prepare another data for tests.
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6kk0 DIFFICULTY GETTING TEST DATA Z
» Regular copy DB from the SAY;DE*S“?,SCR|PTS 1sMORE TIME

production env for data flexibility. ol

. —

* Change content rights and prices
- almost all new movies get
subscription rights over time.

PNSQC™ i
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Sk

Cata log Graph

ARCHITECTURE 'BEFORE’
-_C;textEleme_nt‘- - —R_es.eTation— . @a—‘] I;T’(Si:]

MONOLITH

screenapi-purchase-services

services-video-catalog
A

4 | -

services-video-api: offers
P _A_ I v L e — ____; .
‘ UserOffer LﬂJ ‘ PromoCode \ RetailProduct

services-video-api: user .

ContextUser

19




o ARCHITECTURE ‘AFTER’

get payment cards 'T Z
o vment - D N M ' .
init payment N

get balance

download

x> consurn nt \
graph . ‘ (to trigger on_purchase offers) e e update

\ state

\
chareq
onu
poin L,\

download

reag/write
graph

readfwrite

~ consume these and maybe

roduce event -
: utur \ consume event o /o) QUER more enriched events

for offe
ollection builder,

cache warm up

LU‘\L me event
fut \\

nsume events
no thw(i (future)
S€E 0 co ‘HF ar H to

r ~/:th tation

/ write
read/write \ /

quests

read/write
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Okko MICROSERVICES ARCHITECTURE

Why microservices?

Less code for one service.
Implementation independence.
No single point of failure.
Independent deployment.
Independent testing.

Scalable at every level when needed.
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OkkO TRANSITION

microServiceMigrationFlags ﬂ

item 1
# JSON & P rties
Tag K0 IEEE

id

pnsqc_tag

unique human readable alias which is used as id. allowed characters: 0..9a..z_ example: like
"vip"/"samsung_2014"/"android"/"mobile"/"paying"/etc.

USE_PURCHASER_FOR_LAZY_SUBSCRIPTION

User tag.

USE_PURCHASER_FOR_FREE_EPISODE

Client Filter [IEM

id
item 4

support_microservices_light

USE_PURCHASER_FOR_FREE_PREVIEW
unique human readable alias which is used as id. allowed characters: 0..9a..z_

enabled

true

M i C ro S e rV i C e S u S e r' enable/disable unconditionally

item 5

tagRule

USE_PURCHASER_FOR_EPISODE_PURCHASE_VIA_SEASON
pnsqc_tag

optional (should be used if this client filter can be applied depending on some tags). condition defined as logical rule containing

Tag in ClientFilter.

Client Filter flags.

PNSQC ™ 5



OkkO MICROSERVICES TESTING

What do we get for testing finally?
« A set of functionally complete services.

* |Interaction between services either
synchronously via HTTP / HTTPS or
asynchronously through a message manager

* Mixed Type Architecture

e Standard messaging interface.

|

\
1 aF
-

)
I“ri
s
¥

" Testing department.

PNSCX T™M
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OkkO EXPECTATION

PACTHIC NW

E%PLORRTIOIJ Cﬂﬂos 7;'571,\!6-,

MoNI.TOKI N @ D ISTRZBVTED ‘)Zp, CTN&
C ANARYING
B Testaner Fentwt Minaeirndt

Integrated

St

JPIT -

SHRDOWING
Integration CONFL(n TESTS

INTE&RRTIMJ TESTINh \'JITH
PRoDU(.TIoN

Implementation UN {5 ESTS Fuzz TEST S
Detall

Beucamn REIN @

Rope RTY %ASED 7;575

ConTRACT TEs-rIN n

PNSQC™ 24
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OkkO EXPECTATION

Testing
Strategies

Unit | Integration Component Contract End-to-End

. Testing | Testing Testing Testing Testing |

PNSQC™ e
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akkO REALITY

lllusions of Microservices Boom
Types of Headache

1. «ltis fastery. Migrainﬂ “Vﬂﬂ“ﬂ“Siﬂ“

K: (-

2. «ltis easier».

3. «Microservices are better for testing».

PNSQC ™ 57
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OkkO THE PROBLEM OF COLLECTING LOGS IN ONE PLACE.

do purchase

(product, element) -
Pro b ‘ e m S o get billing accounts
I .
[}

purchase movie
(price, element|id, billing account id)

e You have to remember all

no licenses, not purchased get balance

(billing account id)

INnteractions.

e Itis difficult to find a problem

create licenses

in such distributed scenarios. o &

created '\

event: element O J . )
( .
marked as purchased e e —
" purchased” E—

transaction id, license id, ...

get user offers
(to-check-mutually exclusive)
— — >

create user offers
S S (with on_movie purchase trigger) I;event: offer

@ .
et user offer by id

P \ .
_“/activated
\ 4 v 4

Sample scenario: movie purchase.

PNSQC ™ o



OkkO JAEGER MONITORING

e achy _ S ¢ . Cpedenie
4

v screenapi: POST

Solution: ==
Jaeger OpenTracing: =

ager

+ HTTP k=

| OrowRTra»

L

e RabbitMQ =
e DB

PNﬂ ™™
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OkkO KIBANA

N

* Log virtualization.
o Client/ Server. '
» Acceptable search

©

=

&l

[

()

e Filtration

iR

* Index Search
e Charts, patterns for search,

dashboards.

S SO | I i)

33
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u Discover

275 hits

New Save Open

Filters Search

@ + Add filter

cms-*

Selected fields

?

_source

Available fields

@ @timestamp

t

@version
_id
_index
_score
_type
facility
facility_label

filtered

host

Share Inspect

Lo
Count

25
20
15 -
10

5 -

PACIFIC NW
Q
-
=
=

KQL v May 20, 2019 @ 13:00:00. - May 20, 2019 @ 14:00:00. G Refresh

May 20, 2019 @ 13:00:00.000 - May 20, 2019 @ 14:00:00.000 — Auto v

T T
13:05 13:10

Time

May 20, 2019 @ 13:59:53.000

May 20, 2019 @ 13:59:10.000

T ‘ T T T T T T T T
13:15 13:20 13:25 13:30 13:35 13:40 13:45 13:50 13:55
@timestamp per minute

~source

severity: 6 facility_label: local3 severity_label: Informational @version: 1 filtered: pre-1s1 host: 10.2.42.24
@timestamp: May 208, 2019 @ 13:59:53.800 logsource: pre-cms-server2.spb.play.dc message: [ActiveMQ Task-1]
org.apache.activemq.transport.failover.FailoverTransport Successfully connected to tcp://pre-jms2.spb.play.dc:61616?
wireFormat.maxInactivityDuration=3000 log: cms timestamp: May 20 13:59:53 facility: 19 priority: 158

_id: atX11GoBOoprojpb1Kmg _type: _doc _index: cms-2019.85.20 _score: -

severity: 6 facility_label: local3 severity_label: Informational @version: 1 filtered: pre-1s1 host: 10.2.42.23
@timestamp: May 20, 2019 @ 13:59:10.800 logsource: pre-cms-serverl.spb.play.dc message: [ActiveMQ Task-2]

nrn anacrhe activemn tranenart failaver FailaverTranenanrt Siecrcecefiillv recnannerted +n ten://nre-imel enh nlav de*A1A1A?

31
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OkkO MICROSERVICES TESTING

The lllusion «lt is easier»:

e Monolith + microservices.

| | = .
> Wh at a b out g ettin g d ata ? USE_PURCHASER_FOR_EXTERNAL_PURCHASE

USE_PURCHASER_FOR_LAZY_SUBSCRIPTION
USE_PURCHASER_FOR_FREE_EPISODE

* Separate microservice with tags and filters R s reviEw

USE_PURCHASER_FOR_EPISODE_PURCHASE_VIA_SEASON
" " " USE_USER_CONTENT_FOR_ELEMENTS_READ
o s = o = ol
Separate microservice with catalog data 1Y MOVIES
USE_USER_COLLECTION_FOR_RECOMMENDATIONS
USE_USER_COLLECTION_FOR_ALL
USE_TEMP_LICENSE_FOR_SUBSCRIPTIONS

PNSQC ™ 35



OkkO MICROSERVICES TESTING

The lllusion «lt is easier»:

» create/update tag

Trash

/tags/i

I'E?g[STCI'

gl /4 \
login (1) Body @

form-data x-www-form-urlencoded

apm web_login | | o Easy to US@

cms

check tag "id": "pnsqc_tad|', ° |_|tt|e Setup needed.

‘autoApply": false,
get offer g "enabled": true,

5 "mergePolicy": "IGNORE", . r] . P] (j (j .f‘ ‘4
create/update tag o "groupId": "global", = Lelg twelg te JSON e | n |t|Oﬂ .
I "priorityInGroup": @,
add tag to user "comment": "" - .
* Run tests using the JavaScript.
cms notify
check tag from dictionary
test offer
login
apply offer
apply offer Copy

activate offer

Postman Collection.

PNSQC ™ 23



OkkO MICROSERVICES TESTING

The lllusion «lt is easier»:

© svesger
supported by SMARTBEAR R RRRRRRRRRERREEERERRRRRRRRRRRRRRRERRRRRRRRRRRRRBRBRRRERRERESRFRSRSS=SS=S BEEBEEDSS.

movie-pu rchase-controller Movie Purchase Controller

/vl/users /{userI d}/movies/{elementI d}/cance 1 cancelMovie
/vl/users/{userI ovies/{elementId}/cancel-reserve cancelReserve
/vl/users ies/{elementI d}/external externalMovie
/vl/users/{userI ovies/{elementId}/new-episode newEpisode
/vl/users/{userlI ovies/{elementId}/pilot-episode pilotEpisode
/vl/users/{userlI ovies/{elementI

/vl/users/{userI ovies/{elementId}/purchase purchaseMovie
/vl/users/{userI ovies/{elementId}/reserve reserveMovie

/vl/users/{userlI ovies/{elementId}/view viewMovie
o\ *)
SS ;s;r

PNS@ T™
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e Part of the methods include

a session ID, it helps to
identity user and device
(this information is also
needed to select proper
data filter)

» All requests of these
methods should have

special HTTP header
which contains method

signature

34
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OkkO MICROSERVICES TESTING

The lllusion «lt is easier»:

e Put outthe server.

- —
. LORDITEST
M TR XEE I8

- . |
- » - - - -
- - -
- - . R
— \ -
- \.‘-’.s o
" N »

- P
’ "- )
_, o~ : o - y “ : '.\, \. ".\l\\ \
f}" ,/ _ N
.1/ ,-"‘ » ‘ .’.
A ' 4V 4 +

g

-

* |ncreased the response time.

* Put out the messenger.

* Ran the high load.

e Blocked network traffic.

PNSQC ™ 35




£\ kkO MICROSERVICES TESTING

Chelsea vs Liverpool

* Retry storm:

AP| gateway, which proxies
microservices and fragment of a

monolith, suffered from
monolith errors on the
background of mass retrays.

Anger in Russia as Premier League
fans have trouble watching games

Technical problems for Rambler Group have left fans unable to
watch some of the action despite having paid for a subscription

g

Eetel aridabmbat s 03
® Tl ERT. PR3 a Y
J ‘ . ",“ v ! ,‘ ik 3 am l -t ‘.
' . Wi Te s — {
RRSY Uil T - 1T 94 ..'.;1!- AL L‘ e
,:@, ‘ . -— . f”ﬂ - ;";tl s ¥ - 3".‘ ',_' -'"‘ [ '
v R ¢)r.' v (‘) L “- s FASS j..‘ LA ”L A A
Flasigohe? | b V L “ws . .
150 EF—— w-;; {_..--~: ‘q:ﬁ bﬁ,f:‘- o KR
3 '.'_.. v ﬂ "“7 - h S —— -~ .

THE GUARDIAN.
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AS A CONCLUSION

» Organization and structuring of testing processes.

e Freedom to do load tests.

» Getting test data.

37

e Automated tests.
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OkkO AS A CONCLUSION

* Python

Q) Allure ALLURE REPORT 10/8/2019
¢ PyteSt (+ A”ure ReportS) A Overview 98 610/
| 217 o
. ) [ cCategories
 Locust(Redis + Gratana/Zabbix) 4 ..
sl Graphs SUITES
® PO Stm a ﬂ @ Timeline test K
» Autotests coverage _
- ENVIRONMENT CATEGORIES
) 2 5 % m O N O | i't h VS 8 O% m i C ro S e rVi Ce S There are no environment variables Showall

FEATURES BY STORIES EXECUTORS

74 . . )
Show all Jenkins Test_Screenapi #914 (4

Sample of Allure Report.

PNﬂ ™
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kkO AS A CONCLUSION

WANT TO KNOW THE BEST SOFTWARE ARCHI|TECTURE?

* cons
e Constant synchronization with anqgaca
years ago
the team.

* Monitoring and storage of logs

— but you will find a problem
faster. LOOK AT THE EVOLUTION OF THE EARTH.

e |t was worth it, or it wasn't.

nowadays

Daniel Stori

PNSQC™ 30
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THANK YOU!

40
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O kkO EXTRA

LOAD AND DB

 We have our own CDN for movies that can serve about 40060
simultaneous FHD views. In addition we have 2 connected CDNs each
can serve more than 200K views.

* For live events we have 3 CDNs cgnnected

. So we believe that together they dan serve about 1M simultaneous

VIeWsS

* Loginrequestsinthe app per month - 30m

 Paying users 2 100+ ths |

PNSQC™ 41
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O kkO EXTRA

Security:

e All connections are only through https.

« Billing information is protected by gxternal banking compames

* Monitoring of suspicious attacks on balancers. /

 We do not keep any personal info matlon of users, encrypted data.

PNSQC™ p

2 CONFEREN =
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* Movie - from $3 to $7
e Subscription - from $7 to $12 per mopth

* Impact on users after the transition - minimal
 Qur competitors:

« There are 4 major companies in this market
* Including Netflix(but this service is not so popular in Russia)
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* 30% - monolith, 70% - microservices /
e Autotest coverage - 80%

* Split all microservices between testing department (4-6 services for 1
employee)

e Documentation we use:
e Jira
e Confluence
e TestPad

o Kubernetes - next step(?) |
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